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What is Social Media Liability?

Liability arising in respect of Platform Liability

• Failing to remove harmful content resulting in harm.

• Allowing the spread of misinformation – health, elections etc.

• Data breaches of mishandling of personal data.  

Liability arising in respect of the use of social media:

• Defamation

• Invasion of Privacy

• Copyright Infringement

• Harassment or Threat

3
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Platform Social Media Liability – current litigation in the USA

Lawsuits in progress against

Meta
Instagram
Snapchat

Tik Tok
Byte Dance

YouTube
Google

Alphabet 
Consolidated into an MDL 

6th October 2022 
Northern District of California.

4Source - The Insurance Institute of London 

Consolidated MDL has 28 actions and growing to 
encompass more.

Three categories of claims:

• Claims by state attorneys-general.

• Public Nuisance Claims.

• Personal Injury Claims.

All three categories allege defendants design and 
algorithms have contributed to a children's mental 
health crisis.
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The social media universe

5Source – Free social media scrolling vector art.
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Anderson v Tik Tok. Inc No. 22-3061 (2024) (USA)

The Blackout Challenge

Case Summary: 10-year-old Nylah Anderson died while attempting the dangerous 
“Blackout Challenge” promoted on TikTok’s “For You Page”. Her mother sued 
TikTok, alleging its algorithm promoted dangerous content.

Key legal issue – Whether TikTok’s algorithmic promotion of harmful content is 
protected under Section 230 of the Communications Decency Act  (USA 
legislation). 

Section 230

"No provider or user of an interactive computer service shall be treated as 

the publisher or speaker of information provided by another information 
content provider".

Ruling:In 2024, the 3rd Circuit held that TikTok’s algorithmic recommendation is its 
own 

expressive conduct, not immunised by Section 230 

The ruling allowed negligence by Tik Tok and the Product Liability claim to 
move forward.

6Source: caselaw.findlaw.com
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Snapchat – Puerta v Snapchat  (USA)

• March 2025 – over 60 families suing Snapchat in wrongful death suits in Los 
Angeles County.

• Alleging that Snapchats disappearing message feature and poor age/identity 
checks enabled teens to contact drug dealers.

• Open market for dealing fentanyl laced drugs.

• "Snap Map" cited as facilitating drug dealer access to minors.

• Snapchat denies allegations in wrongful death cases

• Snapchat deny designing an app that is inherently dangerous.

• Case could have broader implications for social media companies.

• Snapchats lawyers argue immunity under Section 230 Communications 
Decency Act (1996)

• Judge rules that the case could proceed.

• “Snapchat,” the lawsuit reads, “has evolved into a digital open-air drug market.”

7Source – Los Angeles Times 5th March 2025
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Garcia v. Character Technologies, Inc., et al. (2024) (USA)

• Parents sue Character a.i. Google and Google parent Alphabet, alleging 14 year 
old son Sewell died after addiction to LLM chatbot.

• Allege that the chatbot "poses a clear and present danger" to young people 
including by "actively promoting violence" and suicide.

• Character a.i is a platform which allows uses to create their own digital 
personalities, they can chat with.

• Plaintiffs want Character a.i shut down – prevent C.ai from doing to any other 
child, what it did to hers.

• Character a.i chatbot encourages exclusive and intimate relationship.

• Sewell expressed thoughts of suicide, chatbot frequently references this.

• Sewell took his own life to be with his love.

8Garcia v. Character Technologies, Inc. et al, 6:24-cv-01903, No. 11 (M.D.Fla. Nov. 9, 2024)
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Screen shot from the lawsuit

9Source – Sky News October 2024
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Litigation landscape outside USA

Algos Victima (France) January 2025: A group of French families filed a lawsuit against TikTok 
France, alleging the platform’s failure to moderate harmful content led to several teen suicides. 

Ontario School Board Lawsuits (Canada) April 2024
Four major Ontario school boards launched a public nuisance lawsuit against Meta, TikTok and 
Snapchat seeking over $4 billion CAD, arguing that these platforms have fostered an “attention, 
learning and mental-health crisis” among students. The boards claim the platforms were negligently 
designed for compulsive use.

Potential scenarios
Influencer encourages dangerous behaviour or mis-use of a product.

10

https://www.rfi.fr/en/france/20241104-parents-in-france-take-tiktok-to-court-over-self-harm-content-aimed-at-children and 
https://www.cbc.ca/news/canada/toronto/ontario-school-boards-sue-social-media-giants-1.7158033
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Is it just big tech?

• What about retailers and gaming platforms that include "chatbots"?

• Chatbots encouraging dangerous behaviour such as pro-anorexia or 
encouraging over-spending.

• Manipulative algorithms and addictive design in E-Gaming.

• Addictive algorithms built in to keep customers engaged, for longer and 
pushing advertisements – stimulates the prefrontal cortex – produces 
the reward chemical dopamine and conditions behaviour.

• What about physical tech devices? 

• Expanding the sphere of liability to device manufacturers, App stores, 
Telecoms providers, Software designers and AI content providers.

11
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User liability and content creation

• Defamation – posting false statements that harm someone's reputation
e.g. A false accusation of a person embezzling a company.

• Invasion of privacy – sharing private information without consent.
e.g. Campbell v MGN Limited 2024 – supermodel Naomi Campbell sued the Mirror newspaper for 
publishing details of her drug rehab treatment. The court held this was a misuse of private information.

• Copyright Infringement – posting content (images, music, videos) without obtaining permission.
e.g. a small start up company selling fashion on-line, has music in the background of content they create 
for their website, for which they have not requested permission from the artist to use.

• Harassment or threats – making abusive, threatening or stalking posts.

• Deepfakes – creating content to humiliate and harm individuals 
e.g. FGX v Gaunt – Deepfakes/pornographic content to humiliate and harm – "image-based abuse".

12House of Lords - Campbell (Apellant) v. MGN Limited (Respondents) and First 'revenge porn' civil case sees judge award £100,000 | News | Law Gazette



HIGHLY CONFIDENTIAL – DO NOT COPY OR DISTRIBUTE 

How these scenarios could trigger coverage under 
UK Public and Products policies

Key considerations

Coverage triggers in respect of Personal Injury, Bodily Injury and Advertising Liability.

Relevance to Social Media

Courts will scrutinise proximate cause.

Public/Products Liability

Did the algorithms directly cause harm? – Bodily Injury (including medically diagnosable psychiatric illness).

e.g. website promoting a dangerous diet hack, likely to lead to serious harm (Bodily Injury)

Was harm solely due to user-generated content ? - e.g. FGX v Gaunt

Is the harm too remote or are policy exclusions applied? Remember market stance on Cyber is to write back 
coverage in respect of Bodily Injury (excluding mental anguish and mental injury), so Bodily Injury would not 
be excluded, usually. Note Cyber specific policies exclude Bodily Injury and damage to tangible property. 

13First 'revenge porn' civil case sees judge award £100,000 | News | Law Gazette
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Advertising Injury

• Infringement of copyright is not excluded if this is in connection with goods or 
services for sale advertised by the Insured – music or copying trade dress, for example.

• Infringement of trade slogan in connection with goods or services for sale 
advertised by the Insured – AI helps Insured decide on a new trade slogan (which has 
been used by a competitor).

• Defamation – an article is published on the Insured's website which damages the 
reputation of a competitor or celebrity arising from the Insured’s advertising activities of 
the Insured’s Products.

• Invasion of Privacy - a photograph of a woman sunbathing in her garden taken by 
drone operator next door to a house for sale, was used in advertising material, including 
in a magazine and on their website by a real estate company (Australia). 

14Source: Topless sunbather photographed by estate agent drone - BBC News
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Other considerations

Significant fines from the 
Information Commissioners Office 
– ICO, for a breach of the GDPR

Irish ICO fined Tik Tok EUR 530 
million and ordered suspension of 

data transfers to China.

15

Source https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer  and Irish Data Protection Commission fines 
TikTok €530 million and orders corrective measures following Inquiry into transfers of EEA User Data to China | 02/05/2025 | Data Protection Commission

The Online Safety Act (2023)  - protects children 
and adults online. It puts a range of new duties on 
social media companies and search services, 
making them more responsible for their users’ safety 
on their platforms; including:

• New duties to implement systems and processes to 
reduce risks their services are used for illegal activity.

• Take down illegal content if this does appear.

• Platforms will be required to prevent children from 
accessing harmful and age in appropriate content.

• Provide parents and children with clear and accessible 
ways to report problems online, where these arise.

• The Act applies to websites, apps and other services, 
social media services, consumer cloud storage and 
sharing sites, video-sharing platforms, online forums, 
dating services and instant messaging services.

Note
Fines and penalties are usually excluded 
under UK PL/Products policies
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In conclusion

This is very 
much an 

emerging risk 
and emerging 

source of litigation.
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Litigation will no 

doubt force 
legislation and 

regulators to catch 
up with the 

evolution of the 
technology.

With the rapid 
development 

of AI and it's 

integration into 
social media and 

other services and 
products, will 

legislation and 
regulators be able 

to keep up with this.

Potentially as a 
market we could 
see more claims 

from social media 
and the like through 

the lens of 

Advertising 
Injury and 

because of Bodily 
Injury.
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Disclaimer

The purpose of this presentation is to provide information only and you should not take any action in reliance on the
information contained in this presentation. No warranty, guarantee, or representation, either expressed or implied, is
made as to the correctness or sufficiency of any representation contained herein. AIG does not accept any liability if the
information in this presentation is used for an alternative purpose from which it is intended. Unless AIG provides express
prior written consent, no part of this presentation should be reproduced, distributed or communicated to any third party
and we do not accept any liability to any third party in respect of the information contained in this presentation.
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American International Group, Inc. (NYSE: AIG) is a leading global insurance organization. AIG provides insurance solutions that help businesses and individuals in more than 200 countries and jurisdictions protect
their assets and manage risks through AIG operations, licenses and authorizations as well as network partners. For additional information, visit www.aig.com. This website with additional information about AIG has
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