BEALE&CC

=

2l

International Construction and Insurance Law Specialists www.beale-law.com




BEALE&CO

* Why data centres matter
* How they work

* Project ecosystem

* Contracts & risk transfer
* Failure modes

« Claims scenarios

* Insurance challenges

* Conclusions
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What actually is a data centre?
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BEALE&CO Project PIF
Project Facts — .

* £500m construction value

*  100MW facility

* Multiple data halls

*  99.999% availability target

» Thousands of customers dependent on continuous
* operation

Throughout this presentation we will follow Project
PIF and ask:

* How is it designed?

*  Who designs it?

*  What contracts are used?

*  What can go wrong?

*  Who gets sued?

*  Which insurance responds?

From concept design to a major professional indemnity claim.
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Project PIF
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PROJECT FACTS

£500m construction value
100MW facility
Multiple data halls

99.999% availability target

Thousands of arganisations degendent
on continuous operation
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BEALE&CO
Why Data Centres Matter

The world runs on data centres - the internet does not float in a cloud but sits securely in data
centres.

« Al and cloud computing are driving unprecedented demand

+ Billions are being invested in data centre infrastructure across the globe

» Data centres have evolved from specialist buildings to critical national infrastructure
* Asingle failure can affect thousands of customers simultaneously

» Professional liability exposure is increasing in both scale and complexity
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BEALE&CO Why Insurers Should Care

DESIGN ERROR

A professional error in design,

coordination or specification E]E! pROJ ECT PIF
\

SYSTEMS FAILURE £ £500m

The design flaw leads to a failure
of critical systems

¥ \ * 100MW
LOSS OF AVAILABILITY Facility power demand
The facility cannot operate

as intended
J @ 99.999%
‘ Availability target
BUSINESS INTERRUPTION

Customers experience service
disruption and financial loss ‘ 000 One professional error could

; E '.‘ affect thousands of customers
simultaneously.

Capital investment

®©d

MULTIPLE CLAIMS
Operators, customers and third parties
pursue claims for their losses

What is the cost of getting
‘ it wrong?
PROFESSIONAL INDEMNITY EXPOSURE ~ ~

Claims are made against the professionals
and their employers
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BEALE&CO

How Data Centres Actually Work

A data centre has one job: keep the servers running.

Six critical systems support continuous operation:
4> Power

# Cooling

i Structure

(D Connectivity
f) Fire Protection
(® Security

International Construction and Insurance Law Specialists www.beale-law.com



BEALE&CO

TIER 1 DATA CENTRE

BASIC CAPACITY | SINGLE PATH | N (NO REDUNDANCY)

Tier |

A Ther 1 data centre has a single path for power and coolng components with
no redundant systemns. Any companent failure can result in downtime.

AVAILABILITY & DOWNTIME

UPTIME REQUIRED

99.671%

This = equivalert to
TIER 1 AVAILABILITY

PERMITTED DOWNTIME
Up to

2,880

MINUTES PER YEAR

2.880 minutes par you
= 48 hours per year
of permitted downtime

— POWEN PATH -weww  HACKUP pOWER COOLING SYSTEM IT INFRASTRUCTURS SITE INFRASTRUCTURE
[rgie path from utiny Lngle genermisr Single CRAL wret anet Bnge path power andt inm Snghe uteny femd
powev 10 T equipment - %o redundancy) chiler iNO rodundancy) c0ofng %0 1T equipment singe pownt of entry

TYPICAL USE
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BEALE&CO
TIER 2 DATA CENTRE

ENHANCED CAPACITY | SINGLE PATH | N+1(REDUNDANT COMPONENTS)

A Tiee 2 data centrs has & snghe path for power and cooling companents, fiwdundant capacity
{N+1) is prowvided for critical systems 5o that maintenance or a single fallure does not cause downtime.

Tier 1l

UPTIME REQUIRED

99.741%

This Is equevalent to
TIER 2 AVAILABILITY

PERMITTED DOWNTIME
Upto

1,360

MINUTES PER YEAR

1360 minutes per you
e v 22.7 hours per

of permitted downtime

— POWER PATH

- SATHLP POWER — ADOITIONAL [ REDUMDANT COCLING STSTEM T INFRASTIUCTINE SITE INFRASTRUCTURE
Srgie pan from uriny Rngla pecersor COMPONENTS (W1} * Srgpe CRALC wrir avd Bnghe paTr pomemr ard S Wiy feed
Pownr 1 1T aguipme No saderaencyl Adcid 13 provede Teebne M N\ e

So0kng 1o 1T aguigeent

wnghe padm of wntry.

TYPICAL USE CASES
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TIER 3 DATA CENTRE

CONCURRENTLY MAINTAINABLE | DUAL PATH | N+

Tier Il

A Tier 3 dats cantre provides mulliph independent datributon paths seeving IT sgupment.
Any capacity comporant can be remaved from service for mantensnces withogt impacting operations

UPTIME REQUIRED

 99.982%

This s wuveedt o
TIER 3 AVARLABILITY

PERMITTED DOWNTIME
Upto

95

MINUTES PER YEAR

S0 minutes per year
= 1.8 hours per yeur
of parmittod dowmtime

— FOWER PAT A]

- POWERR PATH ()

— ADHTONAL | FEOUNCANT COOLING £YSTEM 1f SPRASTHUCTURE ST RS TR YU
Franary pen boer abTy Vb b e T bewy COMPONENTS (N1} et coning RXGh DE et pnd ﬁmﬂ Sange by band.
soww 13 1T e3agre? WYy soww 13 1T sqapreet. Adoet 0 Zovide rerheeoe Chats tation st [MAT] Toobng o 5T mpdprant

e port of wriry,

& KEY POINT:  Te 3t e dund G B0 PALS 1 e rdenane TYMCAL USE CASES
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BEALE&CO

TIER 4 DATA CENTRE

FAULT TOLERANT | DUAL PATH | 2N (NO SINGLE POINT OF FAILURE)

Tier IV

A Toar 4 Cute curtrn p compl y and dart infysatyutture (IN) scroas sl synierma
Any companent can fsl without impaciing eperstions. Makitenancs can Be parfcimsd withou! any mleruption,
STt T—T——T—1—1—1— et s

UPTIME REQUIRED

e 8\ 99.995%

This i acuitvalert to
TIER 4 AVARARLITY

PERMITTED DOWNTIME
Up to

26

MINUTES PER YEAR

26 mirates per peal
= QA3 hours per year
of prrating downlime

— POWER AT (& - POWER PATS (N — ADUTIOMAL ( REDUNDANT COOLMG IriTiM 1T WFRASTRCCTLSRS ATE WERASTRUCTURE
Nempe b d (it wy P b s (P ey COMPOMENTS {200 Vewpesion by Dt 99 (rwer avd R CELEREL
Wiy powwt b2 1T soupret WY o 0 T emaTere Py sedrder 000 cxpacty Swruon avte DM rosirg % 1T agsorert srghe sewt of ertry

L

KEY POINT
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BEALE&CO Project Ecosystem

3. PROJECT ECOSYSTEM

Who is involved?
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BEALE&CO
Responsibility Map

Data centre projects involve:

* Multiple contracts

* Multiple consultants

* Numerous interfaces

» Shared responsibilities

Most major claims arise at the interfaces between disciplines.
Project PIF

Power, cooling, fire protection and controls must operate as a single integrated system.
The risk is not the individual components. The risk is the integration.
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BEALE&CO
Risk Allocation & Liability

Key issues:

» Skill and Care or Fitness for Purpose?
* Who carries Design Responsibility?

» Has Responsibility Been Novated?

* |s there a Duty to Warn?

* Are There Liability Caps?

Contracts are often central to claims outcomes.

Project PIF
A 30-minute outage may be caused by an engineering failure.
The size of the claim may be determined by the contract.
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BEALE&CO Data Centre Specific Issues

Claims typically arise from the cost to repair

Availability obligations can convert a design issue
or rectify physical defects.

into significant commercial losses,

Ur_ Oy DESIGN DEFECT % DESIGN DEFECT

] ‘ === =

@ LOSS OF AVAILABILITY

F‘ PHYSICAL DEFECT

. !
¢ : & SERVICE FAILURE
x RECTIFICATION COSTS i

&  COMMERCIAL LOSSES
=0

* Revenue loss = Service credits  « Delay costs

PI CLAIM

@ The defect may be similar. The loss is often dramatically different. ‘

h
a PI CLAIM
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What Goes Wrong?

Five common sources of failure:

* Electrical failures

+ Cooling failures

» Fire protection failures
» Structural failures

* Commissioning failures
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BEALE&CO

Commissioning Risks
Many significant losses occur before normal operation.
Examples:

* Incorrect sequencing

» Testing failures

* Incomplete commissioning

* Incorrect assumptions

+ Change management failures

Commissioning is often where large claims begin.
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BEALE&CQO Claims Scenario 1 — The Outage Claim

\ CLAIMS SCENARIO 1 - THE OUTAGE CLAIM

Project PIF - Cooling Design Failure

;‘>I¢ o Cooling Design Defect
i ¥
E e Server Overheating
‘ s
@ Q Emergency Shutdown
¥ 1
(O @ Lossof Availability
L . — :
R O e s J

/ @ The defect may be small. The commercial consequences may be enormous. \
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BEALE&CO claims Scenario 2 — The Performance Claim

\ CLAIMS SCENARIO 2 - THE PERFORMANCE CLAIM /

Project PIF - Performance Shortfall

0 Facility Constructed
. Project completed and commissioned

-\

, kS -
o ;>I¢ e Systems Operational
Power systems work « Cooling systems work
> £'S E

S Performance Gap Identified
. (: e Required resilience s(sndard':ol achieved

& & :
@ o Availability Requirement Missed

Fault tolerance below contractual commitment

; 3 :
£ A 9 Commercial Consequences
E Retesting « Redesign « Additional Commissioning « Delay Losses

Service Credits « Liquidated Damages

Pl CLAIM

Failure to achleve contractual performance obligations

/ @ The facility works. The problem is that it does not perform as promised. \
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BEALE&CQO Claims Scenario 3 — The Delay Claim

\ CLAIMS SCENARIO 3 - THE DELAY CLAIM /4

Project PIF - Scope Change to Al Infrastructure

— 0 Original Design
- 5 Data Centre Designed

Hyperscale facility progresses normally

-

¥ oo 9 Client Scope Change

Al Computing Requirements
TIiT Higher power density and cooling demands

4 ,,’ 9 Design Revisions
L3 O Redesign & Additional Infrastructure

Power, cooling, testing and commissioning change

o Programme Delay

Handover Date Moves
Construction and commissioning programme extends

£di o Commercial Impact

Delay Losses « Liquidated Damages + Lost Revenue « Additional Costs

PI CLAIM

Failure to advise, warn or manage the change

International Construction and Insurance Law Specialists www.beale-law.com




BEALE&CQO Claims Scenario 4 — The Multi-Party Dispute

\ CLAIMS SCENARIO 4 - THE MULTI-PARTY DISPUTE /

Project PIF - The Search for Responsibility

A a Outage Occurs
Significant service interruption
2

Technical Cause Identified

Facility returns to operation

¥

Responsibility Questioned

Who was responsible for the failure?

W

Developer + Contractor + MEP Engineer « Controls Specialist + Commissioning Consultant

W

Dispute Escalates

Experts + Lawyers + Causation Analysis + Insurance Issues

MULTI-PARTY PI CLAIM

Competing allegations and contribution claims

2/
3
@ ) Blame Passed Between Parties
L5
16

(D Finding the fault is often easier than finding who is responsible. \
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BEALE&CO Heads of Loss — Case Study

| ! ' ' !

|
Xi@(ﬁi’@@@

RECTIFICATION DELAY LOSS OF WASTED BUSINESS CONSEQUENTIAL
COSTS COSTS REVENUE / EXPENDITURE INTERRUPTION LOSS CLAIMS
PROFIT
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Insurance Challenges

Key concerns:

+ Aggregation risk

» Concentration of users
+ Systemic exposure

» Broker challenge

* Al infrastructure
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BEALE&CO
Emerging Risks — The Next Constraint: Water

Data centres face many ‘red tape’ issues which affect their construction. These include:
* Power consumption, subsequent grid demands

« Water consumption and cooling requirements

* Noise and light pollution, and subsequent impact on wildlife

« Biodiversity and habitat loss

« Emissions from backup generators

Historically, the primary concern has been power consumption.

Increasingly it may be water.
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BEALE&CO
Why Water Matters

Water Is Required Throughout The Lifecycle

& Construction

& Cooling Systems

& Operational Use

& Electricity Generation

Cooling Technologies

(3 Air Cooling

& Direct-to-Chip Liquid Cooling
@ Immersion Cooling

& Hybrid Cooling Solutions

As power densities increase, cooling strategies become more important and design
assumptions relating to water availability become increasingly significant.
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Why Al Changes the Equation

e | B 5 Lyl o 1 ()
AQE = B s i || ™
3 : 1 N NN
MORE Al MORE TO MORE MORE COOLING | MORE WATER
COMPUTE RESULTING HEAT REQUIRED |
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BEALE&CO

From Engineering Constraint to Public Policy Issue

Data centres are no longer only facing engineering scrutiny — they are facing environmental and
social scrutiny

+ Several examples of data centres in the United States being resisted by residents
* Washington Township, Macomb County, Michigan

» Similar instances in the United Kingdom
» Brick Lane, East London

Water is no longer simply a design issue. It is becoming a planning, political and regulatory
issue.
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Erin Brockovich and Community Opposition

= o
2o , -

W N A \
r =TS ERIN BROCKOVICH IS NOW
YORKOVACH "
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Erin Brockovich and Community Opposition

+ e« Community Reported
- ® Drought Conditions

) @
® @

US Drought Monitor

DO Abnormally Dry
D1 Moderate

B D2 Severe

@ D3 Extreme

@ D4 Exceptional

)ala as of A

== | eafiet | ® OpenStreetMap contributors, © CARTO
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BEALE&CO 5 Key Messages

&N CRITICAL INFRASTRUCTURE

er| Data centres are not warehouses.
s They are critical infrastructure.

POWER, COOLING & COMMISSIONING

Many significant losses originate here,

CONTRACTS DRIVE OUTCOMES
Liability often follows contractual obligations
rather than the engineering issue itself

DOWNTIME MATTERS

Commercial losses may dwarf
rectification costs.

Al IS CHANGING THE RISK PROFILE
Bigger facilities.

Greater complexity.

Emerging environmental constraints.
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BEALE&CO
Q&A

Get in touch
Nicholas Smith
Senior Associate

DDI: +44 (0) 20 7469 0421
E: nsmith@beale-law.com
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